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Figure 1: IP Addresses Compromised by the "CodeRed" worm
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2.3 Doomjuice DDoS

MyDoom
Win32/Doomjuice.worm.36864 2 9 (9 ) DoS
microsoft.com
MyDoom.A
Doomjuice 2004 2 8 DDoS
2004 2 12 DDoS

After the 8th of February the starts a DDoS
attack against www.microsoft.com.
Between 8th and 12th of February the
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the 12th it will start the attack right away.

www.microsoft.com

W32/Doomjuice.worm.a

MyDoom.A, MyDoom.B

www.microsoft.com

W32/Doomjuice-A

MyDoom.A

2 9 2 6 DDoS

On 9th February and any date thereafter
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denial of service (DDoS) attack.

www.microsoft.com

W32.HLLW.Doomjuice

MyDoom.A, MyDoom.B
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a DoS attack against www.microsoft.com,
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DoS attack against www.microsoft.com.

www.microsoft.com
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MyDoom.A, MyDoom.B

2 9 12 DoS

2 13 DoS
Between February 9 and 12, this malware
creates a denial of service (DoS) attack
thread. It sleeps for a period of time before
performing a DoS attack. Above February
13, it continually creates DoS threads with
no delay.

microsoft.com
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3.1 Vendor Status Notes

VN

Status
Tracking Notes
(1) Vendor Status Notes (VN)
Vendor Status Notes
2.3.1 (2)(3)
Vendor Status Notes 3.1
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2003 9
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DoS
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3.2 Cisco IOS

[JVNO3b]

(JsT)

2003-07-17 09:00

Cisco Systems, Inc. “Cisco 10S Interface Blocked by
IPv4 Packets” (Revision 1.0) Web

2003-07-17 11:40

Full-Disclosure  “Cisco Security Advisory: Cisco I0S
Interface Blocked by IPv4 Packet”

2003-07-17 AM ISS AlertCON
SecurityFocus ThreatCON
2003-07-17 13:58 CERT/CC “CA-2003-15"
2003-07-17 16:10 ISSKK “Cisco 10S
”  Web
2003-07-18 23:35 @police “Cisco ?
Web

2003-07-18 08:00

Cisco Systems, Inc.
“Cisco 10S Interface Blocked by IPv4 Packets”
3 (Revision 1.3) Web

2003-07-18 10:29

Foundstone, Inc. SNScan v1.05

2003-07-18 13:42

Full-Disclosure
#Cid: shadowchode.tar.gz
#Cid: 07.18.shadowchode.c

2003-07-18 19:00

Cisco Systems, Inc.

“Cisco 10S Interface Blocked by IPv4 Packets” 4
(Revision 1.4) Web
2003-07-18 PM ISS AlertCON
2003-07-18 OCN “Cisco
( )" Web
NTT “Cisco NTT
( )’ Web
2003-07-19 00:29 CERT/CC “CA-2003-17”
2003-07-19 AM SecurityFocus ThreatCON
2003-07-21 07:54 Full-Disclosure “FW: Cisco Vulnerability forensic
protocol analysis results.”
2003-07-22 AM ISS AlertCON

SecurityFocus ThreatCON




3.3 OpenSSH

[JVNO3c]
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(JST)

2003-09-16 01:02

Full-Disclosure  “new ssh exploit? (ssh

y

2003-09-16 08:31

Full-Disclosure  “openssh remote exploit (openssh

y

2003-09-16 13:56

OpenSSH openssh-3.7.tgz, openssh-3.7pl.tgz

2003-09-16 21:32

OpenSSH “OpenSSH Security Advisory: buffer.adv

1 (RCS file: buffer.c,v)” openbsd-announce
Web

#Affected-Version: OpenSSH 3.7

2003-09-17 01:25

OpenSSH openssh-3.7.1.tgz, openssh-3.7.1pl.tgz

2003-09-17 08:06

CERT/CC “CA-2003-24"
#Affected-Version: OpenSSH 3.7

2003-09-17 08:13

OpenSSH “OpenSSH Security Advisory: buffer.adv
2 (RCS file: buffer.c,v channels.c,v)”

openbsd-announce Web
#Affected-Version: OpenSSH 3.7.1
2003-09-17 13:37 ISSKK “OpenSSH 7 Web

2003-09-17

CERT/CC “CA-2003-24 2 7 Web
#Affected-Version: OpenSSH 3.7.1

2003-09-19 07:11

Full-Disclosure  “new openssh exploit in the wild!
(remote openssh buffer management sploit

theosshucksass.c)”

2003-09-23 14:49

OpenSSH openssh-3.7.1p2.tgz

2003-09-23 (

CERT/CC OpenSSH “Pluggable Authentication
Modules (PAM)”
VU#209807, VU#602204 Web

Vulnerability Note

2003-09-23 21:39

OpenSSH Portable OpenSSH 3.7.1p2 released
openbsd-announce Web

2003-09-30 08:08

CERT/CC “CERT Advisory Notice:
Clarifications regarding recent vulnerabilities in
OpenSSH (OpenSSH 3 VU#333628,
VU#209807, VU#602204

y
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3.4 Sobig.F
[JVNO3a]
(JsT)
2003-08-19 08:46 W32.Sobig.F
2003-08-18 ( ) W32.Sobig.F@mm
2003-08-19 ( ) W32/Sobig.f@aMM
WORM_SOBIG.F
2003-08-20 08:29 @police “Sobig.F Web
2003-08-22 IPA/ISEC “W32/Sobig (Sobig.F)
Web
2003-08-22 ( ) CERT/CC “CERT Incident Note IN-2003-03
W32/Sobig.F Worm” Web
2003-08-23 02:38 OCN SOBIG.F IP
2003-08-23 04:00-07:00 | W32.Sobig.F ( )
2003-08-25 04:00-07:00 | W32.Sobig.F ( )
2003-08-25 11:37 ISSKK Sobig.F
7 Web
2003-08-25 OCN “SOBIG.F IP
”  Web
2003-08-29 04:00-07:00 | W32.Sobig.F ( )
2003-08-31 04:00-07:00 | W32.Sobig.F ( )
2003-09-05 04:00-07:00 | W32.Sobig.F ( )
2003-09-07 04:00-07:00 | W32.Sobig.F ( )
2003-09-10 W32.Sobig.F
2003-09-18 OCN “SOBIG.F IP
7 Web
Status Tracking Notes 3.5

2.3.1 1)

DNS



3.5 Status Tracking Notes

TRnotes
Vendor Status Notes
3.2.2
JVN
CSIRT
JPCERT/CC
(1) VN - Vendor Status Notes
Vendor Status Notes JPCERT/CC
(@) Vendor Status Notes
3.6 3
1 1
® CERT Advisory CIAC Bulletin

® CERT Advisory
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3.6 Vendor Status Notes

2
3
(b)
CVE Vendor Status Notes
CERT Advisory CIAC Bulletin
JVN
()
JPCERT/CC
JPCERT/CC JPCERT/CC
JPCERT/CC Vendor Status
Notes
(d)
2.3.1 (3) 3.6



3.7
X-JVN-cano: CERT Advisory No ( )
X-JVN-vendor: ( )
X-JVN-id: ID (
X-JVN-title: ( )
X-JVN-url: URL ( )
X-JVN-update: (

(2) TRNnotes - Status Tracking Notes

3.2.1 1 Cisco 10S

1 ISS PAM

Witty

Status Tracking Notes

@)

HTTP

( 3.2
ICQ
Web

Last-Modified
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(b)

(©)

3.8 TRnotes

Affected-Port

Affected-Version

Severity-Rating

Cid

Tested

Binding-Port

(JST)

2003-11-12 21:40

Full-Disclosure  "Proof of concept for Windows
Workstation Service overflow"

#Cid: 11.12.MS03-049PoC.c

#Tested: Windows 2000 [EN] + SP4
#Binding-Port: 5555

#Post-Date: Wed, 12 Nov 2003 15:40:38 +0300

3.8

[Dshield]



(d) Vendor Status Notes

Vendor Status Notes Status
Tracking Notes
3.3
JVN
3.3.1
(1)
2003 2 Vendor Status Notes
3.3 CERT Advisory CIAC
Bulletin 210
Web PGP (Pretty Good Privacy)
2004 1 Status Tracking Notes
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3.11 Windows
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-A PREROUTING
-d 0/0
-i eth0
-j DNAT -toy.y.y.1

PC PC
X.X.X.1 eth0 | ethl yy.y.l
IP =nnn.nnn.nnn.nnn
IP =x.X.X.1 IP =y.yy.l
» IP=x.x.X.1
IP=x.x.x1
IP =X.X.X.1 B IP=y.yy.l
IP =nnn.nnn.nnn.nnn
4.4 DNAT IP
|P:A | |P:B | :X| :Yl_* =ABXY
P=A | ip=C | =X] =Y|
1P=B | 1P=A | =Y] =X > =ACXY
P=A | 1P=B | =M]| =N}
1P=C | iP=A | =Y | =X > =ABMN
P=A | 1P=B | =X] =Y = 1
P=B | P=A | =N | =M|
P=A | 1P=B | =M]| =N}
P=A | iP=C | =X] =Y fp—
— P=A | 1P=B | =X =Y
=AB
L— iP=A | IP=B | =M | =N

)_I_V =AC
iP=A | ip=C | =X =Y 3




=

AT L - Mozilla Firefox

Go

Bookmarks Toole  Help

AREAL Vro N (53782

B e il s |

FERT |HHE

1 0.000000
» € MO, 55

SLEE Vro MBS R

11T H 1295w MO IS 35 P, 385 F5lP, 7 ekl
BELH— 1 EFAEER - S

AT H OSSR

602 7882561 131.113.1.1 149 144 49 64 TCP 1096 = 445

A45TCP 2 [ZYM] Seqg=0 Ack=0'Win=16384 Len=0 M>5=1460
10000000131 1131113111398 125 TCP 1053 = 445
A445TCP 693 [5YN] Seq=0 Ack=0'Win=16384 Len=0 M35=1460
9996/ TCF 169 2262588 131 1131113111398 125 TCP 1065 = 9996
[5YN] Seq=0 Ack=0'Win=16384 Len=0 M35=1460
236 2867320192168 1.1 13111311 TCP 1032 = 5554
5554/ TCF ] [Z¥M] Seq=0 Ack=0'Win=16384 Len=0 M>5=1460
1033/TCF 248 2895472131 1131119216811 TCP 1069 = 1033
[ZYM] Seqg=0 Ack=0'Win=16384 Len=0 M>5=1460
4.6
(a)
IP
( 45 1)
( 45 2)
TCP
(b)
IP
( 45 3)
4.5 IP =A IP
={Y,N}

SYN

59



60
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4.3.3

(1)

PC

(@)

PC 4.3.1

PC HITACHI FLORA (Pentium 4 1GB) Microsoft
Windows XP Professional Service Pack 1
PC 512MB
528MB VMware Workstation Windows

( ) Windows XP
Professional Blaster Welchia Sasser.B

PC IP 131.113.1.1
IP 192.168.1.1

(a) Blaster

Blaster 4.6

3,317 Blaster

135/TCP 4444/TCP 69/UDP

2 125 IP PC
IP 192.168.1.1
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(Blaster)

135/TCP 540

No 3
0.000000
131.113.1.1>115.11.58.1
TCP 1032 > 135

[SYN] Seq=0 Ack=0 Win=16384 Len=0 MSS=1460

135/TCP 2
4444/TCP

No 7
0.005741

131.113.1.1 > 115.11.58.5
TCP 1036 > 135

[SYN] Seq=0 Ack=0 Win=16384 Len=0 MSS=1460

No 103
2.276719
131.113.1.1 >115.11.58.5
TCP 1052 > 4444

[SYN] Seq=0 Ack=0 Win=16384 Len=0 MSS=1460

69/UDP 1

No 125
4.517823
192.168.1.1 > 131.113.1.1

UDP Source port: 1031 Destination port: 69

(b) Welchia
Welchia (Nachi)

microsoft.com

PC DNS

DNS
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4.7

(Welchia)

53/UDP

No 1
-4.080282
131.113.1.1 > 144.144.144.144
UDP Source port: 1031 Destination port: 53

ICMP
135/TCP

4434

No 3
0.000000
131.113.1.1 > 131.113.0.0
ICMP Echo (ping) request

No 5
0.007983
131.113.1.1 > 131.113.0.0
TCP 1032 > 135
[SYN] Seq=0 Ack=0 Win=16384 Len=0 MSS=1460

707/TCP
69/UDP

No 29
0.050722
192.168.1.1 > 131.113.1.1
TCP 3011 > 707
[SYN] Seg=0 Ack=0 Win=16384 Len=0 MSS=1460

No 2618
3.345150
192.168.1.1 > 131.113.1.1
UDP Source port: 3060 Destination port: 69

Welchia

53/UDP

2618

4.7

77,448 Welchia

ICMP 135/TCP

707/TCP 69/UDP 3

192.168.1.1

2618

IP PC IP

3.3

29
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(Sasser.B)

445/TCP

1254

No 9
0.000000
131.113.1.1 > 131.113.202.138
TCP 1054 > 445

[SYN] Seq=0 Ack=0 Win=16384 Len=0 MSS=1460

445/TCP
9996/TCP

586

No 10
0.003998

131.113.1.1 > 131.225.169.253
TCP 1055 > 445

[SYN] Seq=0 Ack=0 Win=16384 Len=0 MSS=1460

No 231
2.748501

131.113.1.1 > 131.225.169.253
TCP 1075 > 9996

[SYN] Seg=0 Ack=0 Win=16384 Len=0 MSS=1460

5554/TCP
1033/TCP

No 353
4.024249
192.168.1.1 > 131.113.1.1
TCP 1032 > 5554

[SYN] Seq=0 Ack=0 Win=16384 Len=0 MSS=1460

No 367
4.135242
131.113.1.1 > 192.168.1.1
TCP 1084 > 1033

[SYN] Seq=0 Ack=0 Win=16384 Len=0 MSS=1460

(c) Sasser.B
Sasser.B

445/TCP 9996/TCP

1033/TCP

IP

4.8
44,509 Sasser.B
2 367
PC IP 192.

Sasser.C ( 4.6)

5554/TCP
4.1

168.1.1

367 1033/TCP



76

PC

3)

(@ IP
2(a)
®
Sasser.B Sasser.C
PC 1
°
Nimda.E
°
® TCP
TCP SYN

TCP SYN

FTP

4%

(

)7 1P

Sasser

4.20)



(b)

2(b)
o
® |P
IP
°
Slammer

Welchia

Code Red 3
Sasser.B
Sasser.C

Blaster

4.20

SQL

PC
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4.4

TCP

PC
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)
3 HTTP (80/TCP)
Web
51
HTTP
Web
Web (Web mapper
Web )
Web Web HTTP
Web HTTP
URL Web
HTTP Web
Web
5.2 HTTP Web

53 54
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5.2 Web
Code Red, Nimda HTTP
HTTP Web
)
52.1 Web
(1)
2.3.3
80/TCP TCP Web
)
Web
(80/TCP)
HTTP TCP 80
9999/TCP)
Web TCP 80 TCP
® Web
Web
(80/TCP) (9999/TCP)
Web
Web HTTP
HTTP (80/TCP)
URL

Web

Web

(Web
HTTP
Web
(
HTTP
(9999/TCP)

URL



(2) Web

® \Web

® HTTP Web HTTP
80/TCP TCP Code Red,
Nimda

® \Web Web

® HTTP
HTTP ( 7777/TCP)
Web HTTP 80/TCP
TCP
HTTP
(7777/TCP)

5.2.2 Web
Web
HTTP
4 ( 5.1)

1)
HTTP Web
(80/TCP)
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+

<

4

+

proxy= 2 SRR ] httpd
proxy:8080
port8080~ |port8000 port9999
Web
v 3 T 1
web httpd
proxy= i% — ort80
proxy:8080 httpd
port8080 port800d port9999
Web
51 Web
2)
Web
( 9999/TCP)
Web
(80/TCP)
(9999/TCP)
Web
3)
Web
(80/TCP)
(9999/TCP) URL




(4)
3 URL

IDS
Web Web Web
5.2
(a) Web
Web
8080/TCP URL

HTTP ( GET http://AAA/index.html)

(b)
HTTP
( ) URL (URL
) HTTP ( GET
http://AAA:9999/index.html) 5.2
““LABEL-fromto AAA AAA:9999~” AAA
AAA:9999
(c) Web
HTTP (
GET http://AAA:9999/index.html) Web
9999/TCP HTTP
Web
Web HTTP
(80/TCP) (9999/TCP)
Web
(9999/TCP) URL

Web
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forward: -port 8080

-Src *

-dest proxy -dport 8000 -l LABEL
LABEL-fromto AAA AAA:9999

<L N | I/ i N
v A 4 T A 4 v
httpd
web ort80
ort80
proxy=
proxy:8080 | ... httt9 pgd99
port8080 port800Q por
Web
URL URL URL

http://AAA/index.html http://AAA/index. html http://AAA:9999/index. html

8080/TCP 9999/TCP
52 Web

5.2.3

Web 4
1)

Microsoft 1S [MSb] Web
VB (Visual Basic) ( 5.9 Apache

[Apache] Web 2

( 5.3
(2)

URL

hwmapd



# Listen: Allows you to bind Apache to specific IP addresses

# and/or ports, in addition to the default. See also the

# <VirtualHost> directive. Change this to Listen on specific IP
# addresses as shown below to prevent Apache from glomming
# ontoall bound IP addresses (0.0.0.0)

Listen 80

# Listen: Allows you to bind Apache to specific IP addresses

# and/or ports, in addition to the default. See also the

# <VirtualHost> directive. Change this to Listen on specific IP
# addresses as shown below to prevent Apache from glomming
# ontoall bound IP addresses (0.0.0.0)

Listen 9999

5.3 Apache ( )

"Move I1S Server PORT from 80 to 9999
Dim I1sServerNum
Dim IlsObjectPath

Dim IlsObject

Dim IlsSchemaObject

Dim llsPort

I1sServerNum =2
lIsPort ="9999:"

I1sObjectPath = "I1S://LocalHost/W3SVC/" & I1sServerNum
Set 11sObject = GetObject(l1sObjectPath)
Set I1sSchemaObject ¥
= GetObject("11S://LocalHost/Schema/ServerBindings")
I1sObject.Put "ServerBindings", IIsPort
I1sObject.Setinfol

5.4 Microsoft 11S Web

Web HTTP HTTPS 51

HTTP Host <

- ( 55 )
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5.1

hwmapd

#

forward:

-port

-Src

HTTP

-dest

-dport

-SSrc

HTTPS

-sdest

-sdport

#

-fromto

IP

-sfromto

IP

#

forward: -port 8080 -src * -dest proxy -dport 8080

-ssrc * -sdest proxy -sdport 8080 -l LBL

LBL-fromto tomato.hitachi.jp Kiwi.hitachi.jp:9999
LBL-sfromto tomato.hitachi.jp kiwi.hitachi.jp:8443

(©

HTTPS (CONNECT)

HTTPS (CONNECT)

HTTP HTTPS
HTTP HTTPS

IP

HTTP HTTPS



GET http:/ftomato.sdl.hitachi.co.jp/index.htmI HTTP/1.0
Host: tomato.sdl.hitachi.co.jp

hwmapd

[ P To proxy:8000

GET http://kiwi.sdl.hitachi.co.jp:9999/index.htm| HTTP/1.0
Host: kiwi.sdl.hitachi.co.jp:9999

CONNECT tomato.sdl.hitachi.co.jp:443

l
hwmapd
L P> To proxy:8000
CONNECT kiwi.sdl.hitachi.co.jp:8443
55
(3)
URL
(]
5.6
) Web

IDS

hsc/hsd (Hitachi Secure Socket Client/Daemon)
57 99] hsc/hsd HTTP
hsc hsd CaGl

IDS

87
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® K—-rguEx
« WO MODO00O!
ﬁ;lfh,r.-{mmnm].

T8

200302171:256496 PORTDFLT ktted (ne oid file) ret running

= MGy MCDO0002
56 Web
(hsd)
R |
" Web . httpd httpd
port9999 port80
(hsc)
IDS ! T |
> i (hsd) |
Web
5.7 hsc/hsd
® IDS
IDS HTTP Web
80/TCP
HTTP IDS

Web



Web

80/TCP
IDS HTTP
5.3
Web HTTP
URL
531
Code Red I/11 Nimda TCP
52
53.2
URL
(1) HTTP URL
(9999/TCP) Web
hwmapd 5
5.8 (80/TCP) URL
(9999/TCP)

URL hwmapd
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52 TCP
Web (80/TCP) (80/TCP) Web
(9999/TCP)
Code Red | 13 6
SYN, SYN+ACK, ACK, SYN, RST
HTTP (1), ACK, HTTP (2), (3
ACK, HTTP (3), ACK, 2x3
HTTP , FIN+ACK, RST, RST
Code Red Il 13 6
Nimda 128 96
SYN, SYN+ACK, RST, ACK,
HTTP , HTTP (16 HTTP 3
FIN+ACK, RST 2x16x3 )
(16 HTTP
8 x 16
) TCP =1,460
) CaGl
) URL
o URL
) URL
® JavaScript URL
hwmapd HTTP Apache
(rewrite, proxy ) v)
v) HTTP Apache 2.0.43 rewrite

proxy



7?’I'JL-(F) FEE FTW JeLE Communicator S HHY

Thvhw-h B VelTh |http /ftestadlhitachico p/cei-bin/printeny LI @'Eﬁiﬁﬂﬂ'h m

HTTP_CACHE CONTROL="max-age=259200"

HTTP CONNECTION keep-alive”
HTTP_HOST="test.sd| .hitachi.co. jp:9999"
HTTP_USER AGENT=" Wozilla/4.7 [ja] (WinNT; 1)”
HTTP ¥I4="1.0 proxy.sdl.hitachi.co.jp:8000 (Squid/2.4.STABLEE
PATH="/sbin:/usr/shin:/bin:/usr/bin: /usr /X 1IRBbin”

QUERY STRING=""

REMOTE ADDR="192.168.1.507

REMOTE PORT="42857"

REQUEST METHOD="GET”

REQUEST URI="/cgi-bin/printeny”

SCRIPT FILEMAME="/usr/local/apache2/cgi-bin/printeny”
SCRIPT_NAME="/cgi-bin/printeny”

SERVER_ADDR="102.168.1.1"

SERVER ﬂDMIN— rewrite@sdl .hitachi.co. jp”

SERVER_MAME="test .sdl .hitachi.co. jp”

SERVER PORT="9999"

SERVER_PROTOCOL="HTTP/1.0"

SERVER SIGNATURE <address>Apache/2 0,36 Server at test.sdl.b
SERVER_SOFTWARE="Apache/2.0.36 (Unix)”

< |
[ [=D=| [FFaAuk FET o

Y

S

'Lm

rl LHNUUHUE— Jd ;I

5.8 hwmapd cal

MR hitachico jp) S OAERERERT LS OE LN, STshitaay
TSR (L M. =d | hitachico jpl[ZBLE T . sTaetEEmEENTS
Fi, S M Web T bEOIERERS LEELTOSC B AENES.

1B EEERE Y TR h itachico plZB TS (TR AHS
(3. FEEEr AL, B MUERECEDS ERISH TS

CHEEERT
ok | wevtn | sz |
5.9
(2) HTTPS URL
HTTP 5
(443/TCP)  URL (8443/TCP)
URL
5.9 “

Web
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WU sorvice
RmWKR_proxy_sarvice

-5 k2] ’ w . P e G %
mm il =i {F-mch&f%é_

chi AW snrvion)
e/14.2218 Wbt — B EREIEIC VS L EL,
5.10 IDS
3)
()
Web hsc/hsd
(b) IDS
IDS
IDS

2.3.3

10

(

5.10)

Web
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Web
_ (11S 5.0)
Web IIIIII.IIII.II.I.*(SqUId 2'4S:|-.6.)..:.... Oport80
(IE 5.5) oport8080 * ™ eport9999
(Netscape 4.78, 7.0) (hwmapd E hsd o7
- ®port8080 ™ : por
hsd e Web
port7978 | ™Peport8081 || : (Apache 2.0.43)
| Web | p 4= Proport8o
> 1 ” @port9999
[1Ds | | hsc | hsd
hsc/hsd port7978
5.11 Web
5.3 Web Web
10 ()
Web
Web
3
Web
)10 3
7 Web URL
(http://host:9999)
5.3.3
5.11 5.3
7978/TCP 8080/TCP
Squid 8080 Squid 8081

(9999/TCP)
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54 Web
(a)
Web
Web
(b) Web (80/TCP 9999/TCP)
Web (Apache, Microsoft 11S)
Web (80/TCP 9999/TCP)
Cookie
URL
(©) Web (http://admin:20021/)
Web
IDS Web
L Web
Web
( 5.4 (a) (b)
® |DS
IDS
( 54 () )
Web Web
Apache
(rewrite, proxy ) hwmapd
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Web

55 HTTP 1
hwmapd hwmapd
Web 36 33
Web 3.2 2.2
) Web
20
5.6
Web
15.7
) Web 3
HTTP
Web Web
HTTP 1 Web
HTTP GET HTTP
perl HITACHI FLORA (Pentium
I, Microsoft Windows 2000) HTTP 1
hwmapd
55 Web
1 hwmapd
1 15

5.6)
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54

TCP

HTTP

Web

HTTP
Web
Web
Web HTTP

Web HTTP
URL Web
Web

Web

Web

Web

80/TCP

Web

URL

HTTP
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6.1
2005 8 10

13 Zotob

PRC DCOM (MS03-026)
LSASS (MS04-011)
Zotob

““Windows
(MS05-039)”~

2004 5

2003 8

6.1

Sasser

2005 8

Blaster
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1990 Web TCP,ICMP
-1996 :NASA
Web -2000 DoS
- Melissa
1 kcl)glzeletter T - Code Red [.)DD(IJDSOS
- Netsky - Nimda - DDoS
-Beagle | - Slammer
2000 ™ - - Blaster ' n
"o ‘W -Sasser m/ m-F
* ; * -Zotob ; ;
6.1
6.1.1
2003 Web
(phishing)
(bot)
[police05]
DDoS [ 05]

e >> [YoshidaO1][ 03]



1991
[CERT91]

Web

[USCERTO5b]

CERT Advisory CA-1991-04: Social Engineering

Melissa Loveletter

Web DNS

Web
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100
80
2005 9 1
60
40 MSO03-026 —
® MS04-011
20 A MSO05-039 —
0 . Il 1 1 1 1 1 1 1 1 1 i i 1
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18
6.2 MS03-026, MS04-011, MS05-039
6.1.2
(MS05-039)
Zotob Blaster
PRC DCOM (MS03-026) Sasser LSASS (MS04-011)
Zotob Blaster Sasser
1)
2003 2003 7
Blaster MS03-026 2004 4 Sasser
MS04-011 2005 8 Zotob MS05-039
MS03-026 MS04-011 MS05-039
6.2 [ 05] MS03-026 MS04-011

Zotob MS05-039
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® Zotob
MS03-026 MS04-011
4 MS05-039
60 MS03-026 MS04-011 1/3 20
® 2005 9 MS03-026
MS04-011
4 8 MS03-026
MS04-011 40 MS05-039 20
Zotob F-Secure
[FsecureO5b] IRCBOT (Esbot.A Esbot.B Esbot.C Zotob.D) BOZORI
(Zotob.E Zotob.F) ( ) Zotob RBOT SDBOT
( )
MS05-039
6.3 6.3
6.3
[TrendMicro]
°
2005 8 16
() (Zotob.A Zotob.B RBOT.YN SDBOT.ADB)
o Zotob.C

Zotob.C



102

110

i Zotob.A

83 8

=]

Infected computers
«

3

1044

i . L=
3113 5 7 9 11131517 19 21 23 25 27 29
2005/8

1300, ¢

=01 Zotob.B

1100:|
000§

Infected computers
AT

1004

r -~
3113 5 7 9 11131517 19 21 23 25 27 29
2005/8

90 ¢

w| Zotob.C

60|

Infected computers
IS

r L1
3113 5 7 9 11131517 19 21 23 25 27 29

6.3
(2)
Blaster Sasser(.A)
Mytob
Blaster Sasser

Zotob Esbot Rbot

[1SS05]

Zotob.A
W32/Zotob.worm
Zotob.A
WORM_ZOTOB.A

Zotob.B
W32/Zotob.worm.b
Zotob.B
WORM_ZOTOB.B

Zotob.C
W32/Zotob.worm.c
W32.Zotob.C@mm
WORM_ZOTOB.C

IRCBOT.ES
W32.Esbot.A
WORM_ESBOT.A

IRCBOT.ET
W32.Zotob.D
WORM_ZOTOB.D

IRCBOT.EX

W32.Esbot.B

W32.Esbot.C
WORM_ESBOT.C

BOZORI.A
W32.Zotob.E
WORM_RBOT.CBQ

RBOT.YN
BOZORI.B
W32/Bozori.worm.b
W32.Zotob.F
WORM_ZOTOB.F
SDBOT.ADB
Netsky Beagle
Zotob(.A) 6.1
[Fsecure05a]
X-Force

900

= |RCBOT.ES

0t B |
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1000

x| |RCBOT.EX

800
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6.1 Blaster Sasser Zotob
Blaster Sasser.A Zotob.A
MS03-026 MS04-011 MS05-039

2003 7 17

2004 4 14

2005 8 10

dcom.c HOD-ms04011-Isasrv- | HOD-ms05039-pnp-
2003 7 27 expl.c expl.c
[eEye03] 2004 4 29 2005 8 12
[eEye04] [Fsecure05a]
Mytob
[Fsecure05a]

2003 8 11

2004 4 30

2005 8 14

DoS

windowsupdate.com
DoS

DoS
IRC

Web

(CPU )
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