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Abstract

With the evolution of web technologies, web applications have come to provide a wide range
of web services, such as online stores, e-commerce, social network services, etc. The internal
mechanism of web applications has gotten complicated as the web technologies evolve, which
has also led web applications to the increase in the potential to contain vulnerabilities. WhiteHat
Security reported that 83 percent of web applications they have audited during 2010 had at least
one vulnerability. Vulnerability scanners that perform dynamic analysis are often used for
detecting vulnerabilities in a web application. The dynamic analysis sends attacks to the web
application to check to see if the output from the web application contains the implication of
success of the attacks. An attack is an HTTP request that contains a maliciously crafted string.
The existing vulnerability scanners that perform dynamic analysis define several malicious
strings, and generate attacks using the same malicious string against different web applications.
As a result, they tend to have a precision problem because of the absence of malicious strings
necessary to exploit the web applications and the execution of useless attacks that can never be
successful.

In this dissertation, we present our technique that performs efficient and precise vulnerability
detection by dynamically generating effective attacks through investigating the output issued by
the web application, such as an HTTP response or SQL query. By analyzing the syntax of the
point into which attack is injected, our technique is able to generate only effective attacks as well
as to prevent making useless attacks. An attack is generated by referencing to the attack rule that
we prepared for each syntax of the point into which malicious string is injected. With this
approach, we implemented a prototype Sania for discovering SQL injection vulnerabilities, and
Detoxss for Cross-site Scripting (XSS) vulnerabilities. We demonstrate that these techniques find
more vulnerabilities and performed more efficient testing than existing popular vulnerability
scanners do. In our empirical study, we discovered 131 vulnerabilities in total in web
applications currently in service and open source web applications so far.

Additionally, we present Amberate a framework for web application vulnerability scanners,
which supports the plugin system to facilitate a new vulnerability detection technique. Amberate
encapsulates functions commonly used for vulnerability detection techniques that perform
dynamic analysis, and provides Application Programming Interface (API) for implementing
functions different by each vulnerability detection technique. We demonstrated the ease of
extending a new vulnerability detection technique by comparing the actual lines of code of the
Amberate plugin for an XSS vulnerability detection with a plugin we implemented the same
functions as Amberate XSS vulnerability detection plugin on an extensible vulnerability scanner.
This result revealed that Amberate plugin required 500 fewer lines of code, which accounts for
82 percent of lines of code of the plugin for the other scanner.
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