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Abstract

In recent years, various online services like electronic commerce service and electronic government service
have been provided over the Internet. To use these online services securely, various security countermeasures
are required against tapping of transmitted data, unauthorized modification of data, impersonation and
repudiation.

It is widely known that an authentication infrastructure based on public key cryptography, which is called
as Public Key Infrastructure (PKI), is useful for above purpose. For example, Japanese government has
developed Government Public Key Infrastructure (GPKI) for secure and trusted Electronic Government
system.

In GPKI, a Bridge Certification Authority model is adopted to make communication between ministry or
agency certification authorities and private certification authorities. However, it is well known as the Bridge
Certification Authority model has one problem that the public key certificate validation process for the user is
complicated.

This thesis proposes a concept of certificate validation server, which constructs and verifies a certification
path on behalf of users to reduce users' cost and to accelerate a certification path validation. In addition,
functional requirements and security requirements of certificate validation server and its access protocol are
proposed.

At next, this thesis describes an implementation of certificate validation server which consists from a
certification path construction function, a certification path validation function, a repository cache function,
which retrieves certification authority's certificates and/or certificate revocation information. And also, a
specification of certificate validation server access protocol is proposed.

Moreover, methods of faster certification path validation are proposed to support huge number of
certificate validation requests. To be more concrete, it proposes a certificate cache method using hash table
and a constructed certification path information reuse method.

In addition, this thesis evaluates an implementation of proposed certificate validation server from the

viewpoint of practical use.
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